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1. Quick Start

1.1 Quick Start Introduction

Note: To use this Quick Start / Tutorial you will need to obtain the Triangle MicroWorks Protocol Test
Harness. If you do not already have this product a 21-day evaluation can be downloaded from www.TMW-
USA.com.

The Triangle MicroWorks’ SCADA Data Gateway (SDG) software is delivered as a self-installing executable file
(SDGVmnn.exe where m is the major release and nn is the minor release). Starting with this file, follow the steps
below to install and configure the SDG software. After these steps have been completed, the SDG will operate
under the following default, “quick-start” operating conditions:

e The SDG will act as an IEC 60870-5-101 Master device.

e The SDG will communicate over a TCP/IP loop back communication channel: ‘127.0.0.1°.

e The SDG will communicate with a single remote IEC 60870-5-101 Slave Device (running in the TMW
Test Harness) at Link Address 3.

e The SDG will collect data from, and issue commands to, a common address of ASDU 4.

e The SDG will present all collected data points as available OPC tags.

e An OPC Client will be started to view the data in the SDG.

To install the SDG application, perform the following steps:

1. Execute the delivered installation executable and follow the directions provided. The installation directory will
be created automatically if it did not previously exist. If a previously licensed version of the SDG application
was installed on this workstation, the previous version should not be removed and this version should be
installed into the same directory, overwriting the previous version.

2. All SDG documentation is delivered in Adobe PDF format. In order to view the documentation you will need

to install the Adobe Acrobat Reader if you have not done so already. You can download this reader from
http://www.adobe.com/products/acrobat.

3. Ifthe SDG is automatically registered as an OPC Data Access and an OPC Alarm and Event server at
installation time.

4. Execute “TMWgtway.exe.” This can be done from the command line or using the ‘SCADA Data Gateway’
option from the Start Menu. If this is the first time the SDG application has been run on this workstation the
application will install an evaluation license good for 21 days. Before this period expires you should obtain a
permanent license as described in the licensing section of the Manual.

5. If'you need to run the included OPC client applications the OPC Data access components need to be installed.
The following will accomplish this: Select “Programs/Triangle MicroWorks/SCADA Data Gateway/Install
OPC 2.0 Data Access Components” from the start menu.

Note: Operating conditions are set and preserved by the TMWgtway.ini and the TMWgtway.csv file. To
modify or to add to the default operating conditions described above, please reference the Manual.
Note: A point-mapping file (TMWgtway.csv) may be used to:

e Define command points or assign logical OPC tag names to collected data points

e Create new data points that are logical or arithmetic combinations of one or more other data points
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Map data points between Master and Slave SDG Components (to allow the SDG to operate as a data
concentrator or a protocol converter)
To create or modify a point mapping file, please refer to the Manual.

The SCADA Data Gateway is a communication protocol driver, and it provides the values that the protocol
transmits over the wire. For example, it does not perform conversion of normalized and scaled values in IEC
60870-5-101 to the equivalent floating point representation. However, this conversion can be done in the SCADA
Data Gateway through an equation, as described in the Manual.

1.2 Quick Start Tutorial

This section guides you through a simple SDG configuration. It shows how create a SDG configuration with an
IEC-60870-5-101 Master. This configuration will be connected to the Protocol Test Harness, which will be
running an [IEC-60870-5-101 Slave.

Before configuring the SDG, start the Protocol Test Harness and enter the command ‘openl101slave’ in the bottom

panel.
Triangle MicroWorks, Inc. Protocol Test Harness Al =1ol =l
File Edit Help
Channels: |.-'-‘«II v 44 Usger v —Datalink | |Databaze Clear Display
Sessions: |4l ¥ === épplication ¥ .. Physical Header: [ Static W Ewent W Coclic Pause Display
MV Emars W Time Stamp ¥ == Trarspor Data. ¥ Static W Ewvent | Cyclic
B
17:158:31.934: ——-> =lawve Primary Framwe - Bequest User Data Class 1
17:15:31.934: DIR(O) PRM(1l) FCW(l) FCE(1l) LADDR(3)
17:15:31.934: 10 7a 03 7?d 16
17:15:31.934: <=== =lawve Addr (3) 3Jector (4) Application Header, Counter interrogation
17:15:31.934: tmantity(l) SEQ(0) CoOT(10, activation termination)
17:158:31.934: 65 01 0a 04 OO OO OO OS5
17:15:31.934: <——— 3lave Secondary Frawmme - Respond User Data
17:15:31.934: DIR(O) PREM(O) DFC(0) ACD(O) ADDR(3)
17:15:31.934: 65 0a Oa 65 05 03
17:15:31.934: 65 01 O=s 04 OO0 OO0 OO0 05 54 16
17:158:31.934: <... slave 68 0a 0a 68 05 03 65 01 0a 04 00 00 OO0 QOS5 54 15

4

i
2 b

1tz opend 01 slave

=

This starts an IEC 60870-5-101 Slave sessions on the Test Harness. This session will later communicate with the
SDG 101 Master.
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When there is no INI file in the SDG installation directory (typically “C:\Program Files\Triangle
MicroWorks\SCADA Data Gateway”), the following dialog box is displayed. Answering Yes to this dialog box
will step the user through a series of dialog boxes that will create a simple SDG configuration.

Triangle MicroWorks, Inc. SCADA Data Gatewa +| x|

& There are no Channels defined, Would wou like to create one 7

Yes Mo |

After answering Yes to the previous dialog box, the following dialog box is displayed to allow the Channel Type
to be selected. In this example a Serial Channel is selected.

Create Mew Channel x|

—Select Channel Type
" TCPAF

i~ Mone [ Create Later]

k. I Cancel
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The serial channel needs to be configured by filling in the appropriate fields. In this example, we modified the
COM Port to “COM3” and created an Alias Name of “M101 _COM3”. Note that the Session Protocol is set to
M101, although any protocol could have been selected.

Add a Serial Channel d |

Sezzion Protocal IM'I m j

COM port COM3 J

Baud R ate 9e00

15

Parity Im
Data Bits m
Stop Bitz m
Flaws Cantral IHDHE j
&liaz Mame Ill""|1 01_COMY

s I Cancel |

After configuring the Channel definition, a Session needs to be defined. The SDG will display a session dialog
box according to the protocol defined for the channel. The following dialog box illustrates the IEC-60870-1-101
Master Session configuration dialog box.
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Add a M101 Session for Serial Channel index 0 el

— Seszion Configuration — Link Lawer
Link Mode

Controlled Station Link Address |3
Link b ax Retries

Linik. Canfirm Tirmeout 15000

— Application Layer

ASDU COT Si (ne Octet Link Addrezz Size One Octet =
ize

[4]
=
=

Clazz 2 Poll Delay
A50U Addresz Size Two Octet =

Clazz 2 Pending Delay

Originator Address :
Clazs Pending Count

j—
=
=

1 e

ASDU 104 Size Two Octet = Class 1 Poll Delay

Abzolute Responsze Timeout E0000 Llass 1 Pending Delay

Clazz 1 Pall Count

14 1 |

Incremental Fesponze Timeout | 30000

(] I Cancel |

In this example, we used the default values in the session dialog box for all parameters.

For IEC 60870-5 protocols, the sector must be configured after the session configuration is complete.

Add a Sector for session int ed 4

Sector Address

|4
EQI Action b ask I?
IEI

Online Achion Maszk

(] I Cancel |

Note that in this example, the Sector Address was changed to 4. (The Test Harness example 101 Slave uses Sector
4 by default).

Once the sector (for IEC protocols) or session (for DNP and Modbus protocols) has been configured, data types
can be added.
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Add a Sector for session index 0 ed A
BEERNUSEN T [Single-paint information]

] I Cancel

In this example, a Type 1 (Single Point Information) type is added to the sector.

After completing the configuration operation, the main is displayed. At this point, we have a M101 device defined
and ready to communicate with a slave device. We can now add another data type (T13) to the sector by right
clicking on the sector and selecting Add Data Type, as shown below. .
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FIE=E
File Edit Wiew Window Help
H Configurationil =10 x|
% Gakewmay | Marme I Yalue =
E@ M101_TCP{M101} E5' CreateTagsauto value=0Fff  quality=0000 rep. time=17:56:
E{Eﬁ L3 FreezeCnunteranw value=0  guality=0400 rep, time=17:36:1
E{Eﬁ ﬁi : IECActionMaskn value=2  guality=0000 rep, time=17:36:1
o= Edit Sector IECActionMaski value=0  quality=0000 rep. time=17:36:1
Delete Sector IECActionMasks value=0  quality=0000 rep. time=17:36:1
Add Data Type IECActionMask3 value=0  quality=0000 rep, time=17:36:1
Auto treate Tags IECActionMasks value=0  quality=0000 rep. time=17:36: 1—
IEC.ﬁ.ctinnNDw value=0  guality=0000 rep, time=17:36:1
IEC.ﬁ.ctinnF‘rdD walue=3600000 quality=0000 rep, time=17;
IEC.ﬁ.ctinnF‘rdl value=0  guality=0000 rep, time=17:36:1
IEC.ﬁ.ctinnPrdZ value=0  guality=0000 rep, time=17:36:1
FE IR ActinnPrd = walie=n analiby=nnnn ren Hme=1 ?-?il;l
.| | _"I 1 3
o x
Filter Databaze———— 1~ Timesztamp
W 44+ Uzer ¥ - Data Link Static  Cyclic Event v Display Timestamp g
, v v v Header GTH
W ===application ™ ... Physical ¥ F oD Trierelz
W =~~~ Transpot ¥ Emors aa I Pause Clear Microworks, Inc.
Device Filter 17:39:17 490 <. .. H101_TCP 10 7b 03 7e 16 ;I
Elearhlll Set.-’-‘«lll 17:39:17 599 . » H101_TCP 10
@ M107_TCPM101) 17:39:17 599 .. . » H101_TCF 09 03 0c 16
17:39:17 .599; ———>» M101_TCF Secondary Frame — Fespond L
17:39:17 .599: DIR{O0Y PEM{O) DEC(0) ACD{O)
17:39:17.599: 10 09 03 0Oz 16
a | v 4
For Help, press Fl MLIM S

Cancel

With the (T13) Data Type defined we can add a MDO to this type.
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GTWconfig - Configurationl Al 1Ol x|
File Edit Wiew Window Help
= Configurationi 10| x|
% Gateway Marme Yalue
=1-#) M101_TCR{M101)
=[5 L3
i T1{Single-point inform
1|T13{Measured value, shaork floating point nurmber)
Add MDO
Delete Data Type
d | >l | r
@TMWgtway - a Protocol Gateway - |I:I|5|
Filter Databaze——— 1~ Timestamp
v w4+ Uzer ¥ - Data Link Static Cyclic Event ’V ¥ Display Timestamp E{.\G
S , v v [ Header
v ===application ¥ ... Physical ¥ ¥ oD Toisrele
v =~ Transport ¥ Emaors a3 I Pause Clear Microworks, Inc.
Lizize il 17:40:14 443: @@@; M101_TCP  Addr(3) Sector(4) Stors Tvr
I:Iear.-’-'-.lll Set Al | 17:40:14 443 Duantityib) SEQ{1) COT({1l.
17:40:14 . 443 Hormalized Measurand
17:40:14 .443: Hormalized Measurand
@ M101_TLRRM10T] 17:40:14 . 443 Hormalized Measurand
17:40:14 443 Hormalized Measurand
17:40:14 443 Hormalized Measurand
17:40:14 443 Hormalized Measurand
1] | v
For Help, press F1 | LM o
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The following dialog box is used to add a MDO to the Data Type.

MDO: M101_TCP.L3.44.T13 [new poirt]

|nformation Object Address

Options

Idzer Tag Mame I

Diezcrption I

o]

Cancel

When the configuration is complete, the SDG configuration looks as shown below.
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20/ -l x
File Edit Wiew Window Help
=101 |
—_—
Gakemay Marme I Yalue
@ M101_TCPOMI0L} %Pl value=0  quality=0480 rep, time=17:41:02.5
=6 L3
=
=] T1(Single-point infarmati
BT 15 Measured value, shi
4] | Al | *
=101
Filter Databaze——— 1~ Timestamp
v w4+ Uzer ¥ - Data Link Static Cyclic Event ’V ¥ Display Timestamp E{.\G
S - Iv v v Header
¥ ===Application ¥ ... Physical F ¥ F D Triangle
v =~ Tranzport ¥ Emaors a3 I Pause Clear Microworks, Inc.
Device Filt 17:41:15.177: Scaled Heasurand I:IEIEIE;I
EVICE FIET 17:41:15.177: Scaled Measurand 000€
Clear .-’-'-.Ill St Al | 17:41:15. 177 Scaled Heazurand 000€
17:41:15 615 <—— M101_TCF Frimarv Frame — Regque=st Use
B MID_TCPMIOY | 47041 15 g5 DIR{0) PRM(1} FCV({1} FCE(0)
17:41:15 .615: 10 5b 03 5= 16
17:41:15 . 615: «... M101_TCP 10 5b 03 5= 16
1| | A
For Help, press F1 | LM o

In addition you can also right click on the Sector, and select ‘Auto Create Tags’ to automatically create all the Tags
available in the Test Harness Slave 101 device.

Optionally, the example OPC Client can now be started to view the data in the SDG. Once connected, the Simple
OPC client displays the following window:
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This concludes the Quick Start Guide. Please refer to the Manual for detailed configuration information.

20+ -0
File
[tem | ' alue | TimeStamp [ Quality =
Channelz0flineCounter ] 1/28/2003 5:42:04 Pr 132 | |
Channelz0nlineStatus True 1/28/2003 5ed2:04 Prd 132
D atab azellpdatelSize 1] 1/28/2003 Bed2:04 Prd 132
Dbl gizeE voeededEmorLimt | Falze 1/28/2003 5:42:04 PM 132
Dbl zizek woeededW arningli| Falze 1/28/2003 54204 PM 192
G aterayOnline True 1/28/2003 5c42:04 PM 192
k101_TCP.ChannelSeszsions True 1/28/2003 5e42:04 P 192
kM101_TCP L3.A4 CreateT ac Falze 1/28/2003 Bed2:04 Prd 132
M101_TCF.L3.A4 FreezeCol O 1/28/2003 Be42:04 Pr g
M101_TCF L3.A4 IECAchon 2 1/28/2003 5:42:04 Pr 132
k101_TCF L3A4 IECAchonl O 1/28/2003 5ed2:04 Prd 132
k101_TCP L3.A4 IECActionl O 1/28/2003 Bed2:04 Prd 132
k101_TCP L3.A4 IECActionl O 1/28/2003 54204 Prd 132
M101_TCP.L3.A4 IECActionl O 1/28/2003 Be42:04 Pr 132
M101_TCP L3.A4 IECAchonl O 1/28/2003 5:42:04 Pr 132
k101_TCF L3.A4 IECAchonl 3600000 1/28/2003 5ed2:04 Prd 132
k101_TCP L3.A4 IECActionl O 1/28/2003 Bed2:04 Prd 132
k101_TCP L3.A4 IECActionl O 1/28/2003 54204 Prd 132
M101_TCP.L3.A4 IECActionl O 1/28/2003 Be42:04 Pr 132
M101_TCF L3.A4 IECAchonl O 1/28/2003 5:42:04 Pr 132
kM101_TCP L3A4 Mumbdizzir O 1/28/2003 Bed2:04 Prd 132
M101_TCP L3A4 Rezet101F O 1/28/2003 54204 Prd a
RAITA TrD 1l 2404 Demmmbl =il 1 10002 B A7 0d Dikd [m] ;I
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