Communication Protocol Test Harness Quick Start Guide

Overview

The Communication Protocol Test Harness is a Windows application that acts like a typical Master or
Slave device. It can be configured through a Graphical User Interface (GUI) and/or Tcl/Tk scripts to
provide automated testing or simulation of a device. Example scripts are included to demonstrate how to
open a connection to a device and perform tasks such as polling, performing control operations, and
setting input or output values via Tcl/Tk. The primary focus of the Quick Start Guide is configuring and
using the Test Harness through the GUI.

This Quick Start Guide describes how to use the GUI to configure the Test Harness, issue commands
(for a Master), generate simulated data (for a Slave), and display data. The examples in this guide use
the DNP Protocol. Other protocols are very similar.

The Communication Protocol Test Harness makes extensive use of “tool tips.” To learn the meaning of
any button or data entry field, position the cursor over it and wait a few seconds. A tool tip will appear
with a description of the button or field.

Using an Existing Workspace

The Test Harness ships with several example workspaces. Many of these example workspaces create
both Master and Slave sessions, so communications can occur immediately without requiring a
connection to an external device. These workspaces provide a good demonstration of the capability of
the Test Harness and are an excellent tool for learning about the protocols.

When the Test Harness is started, the Test Harness main window and a dialog box to select the Test
Harness Workspace are displayed. The Select Test Harness Workspace dialog box is shown in Figure 1,
and the main window is shown in Figure 2.
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Figure 1. Test Harness Select Workspace dialog
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Figure 2. Test Harness Main Window

Select one of the predefined workspaces, or select “Cancel” and continue to the next section to create a
customized workspace.

Opening a Connection to a Device

Click on the Open Connection button (@). An Open Connection Dialog box will appear, as shown in
Figure 3. Select the protocol and indicate whether the Test Harness should act as a Master [Controlling
Station] or Slave [Controlled Station] for this connection.
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Figure 3. Open Connection Dialog

Press the Open button and the appropriate Open dialog box is displayed.

The Open dialog box contains tabs for Channel, Session, and Next Step. For IEC 60870-5 protocols, a
Sector tab is also displayed. Click on each tab to configure the connection before pressing the Open
button.

Session Tab

The Session tab allows configuration of the session parameters. The Session tab for a DNP Master
session is shown in Figure 4.
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Figure 4. Session Tab for DNP3 Master Session

The Session Name field specifies a name for the session. This name will be used in the Data view
window.
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The remaining fields vary for each protocol. For information on each field, view the Tool Tips by
holding the cursor over the field for a few seconds.

Channel Tab

The Channel tab supports opening a new channel (as shown in Figure 5) or establishing a multidrop
connection on a previously opened channel. Use the scroll arrows to select a previously opened channel
to add this new connection to an existing channel.

Open DHP 3 Master E|§|@

Specify Channel and Seszion parameters, then press "Open"
to create a connection o your device
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Figure 5. Example Open Dialog Box

The Channel Name field specifies the name that will be displayed in the Protocol Analyzer display, the
Data Window, and the channel scroll box.

The Connection Type area specifies the desired type of connection (e.g., serial or TCP/IP). The
Parameters box is automatically updated to show parameters specific for the selected connection type.

The Advanced Settings button allows configuration of additional parameters for the channel. Pressing
this button will open the Advanced Settings dialog box. The default values for these settings will
normally establish communications, so it is not usually necessary to open the Advanced Settings dialog
box.

The Equivalent Tcl command line arguments box displays the Tcl command that will be issued to the
Test Harness as a result of the specified configuration options. This box is read-only; the contents cannot
be modified. The Copy to Clipboard button copies this command to the clipboard. This option is very
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useful for creating commands in the GUI and pasting them into a script that will be used for automation
of the Test Harness.

Sector Tab

The Sector tab appears only for IEC 60870-5 protocols. This tab configures IEC 60870-5 Sectors
(ASDU Addresses). For information on each field in the Sector tab, view the Tool Tips by holding the
cursor over the field for a few seconds.

Next Step Tab

The Next Step tab defines further actions, such as opening a Command window and/or a Data view
window.

After reviewing each tab, press the Open button to open a connection to the device. Depending on the
options selected, the following windows may be opened.

Data Window

The Data Window will be opened when a connection is opened if it is selected in the Next Step tab. The
Data Window can also be opened by pressing the %] button on the tool bar of the Test Harness main
window.

The Data Window displays data points and values. An example of the Data Window is shown in Figure
6. The order of the columns can be changed by dragging the column header. Customized descriptions for
each point are entered by clicking in the Description field.

Channels, sessions, sectors, and slave session data points are all modified by clicking the right mouse
button and selecting the desired operation. To change the value of one or more Slave Data points in the
Data Window, select the desired row(s) and right click to access the options available for the selected
data type.
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Figure 6. Example Data Window
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Command Window

The Command window will be opened when a connection is opened if it is selected in the Next Step tab.
The Commands Window can also be opened by pressing the % button on the tool bar of the Test
Harness main window.

The Command window provides a convenient means of issuing commands. The Command Window is
available for DNP3, Modbus, IEC 60870-5-101, and IEC 60870-5-104 Master connections. A command
window for the IEC 60870-5-103 protocol will be available soon. The DNP3 Command Window is
shown in Figure 7.
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Figure 7. Example DNP3 Commands Window

Clicking on the button to the left of the command description executes the command. Customize the
command by double clicking on the command description. The Configure window also allows
configuration of a repeat interval. If a repeat interval is configured, a “progress bar” underneath the
command description gives a graphic indication of when the command will next be executed.
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A new command window may be opened for each remote device or one command window may be used
to access multiple devices by using the session menu to switch between target devices.

Tool Tips describe the purpose of each command, as well as the meaning of all configuration options in
the Configure dialog box.

Simulator Window

When the Test Harness is acting as a Slave, a simulator may be attached to the session or sector to
automatically change data values on a timed interval or through a functional front panel image of a real
or virtual device. An example of a Slave simulator is shown in Figure 8.

New simulators can be added to the Test Harness by duplicating one of the examples provided (see
Triangle MicroWorks on the Start menu) and registering the server in tmwstart.tcl (search for
SDNPSIim). If you would like a simulator of your device included in the Test Harness, send a copy of
the script file to support@ TriangleMicroWorks.com .
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Figure 8. Example Slave Simulator

Setting the Load Current to over 400 amps will cause a trip condition. To close the breaker again, lower
the current below 400 amps and click on the CLOSE button in the image of the relay. The cursor will
change to a hand symbol when placed over any button in the image that is active.

Using Workspaces

To save the current Test Harness configuration, use the File->Save Workspace menu option or the &
button on the tool bar of the main window. The workspace includes the communications parameters,
Command Window, and Data Window settings.
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Once a Workspace has been saved, it can be loaded via the File->Open Workspace menu option or the
& button on the main window. It can also be selected from the Select Test Harness Workspace window
that opens on startup.

To configure the Test Harness to automatically load a favorite workspace each time the Test Harness is
started, edit the tmwstart.tcl file located in the Test Harness executable directory. To edit this file, select
Edit Startup Script from the Windows Start->Programs->Triangle MicroWorks->Protocol Test
Harness menu. Then scroll to the bottom of the file and follow the instructions for inserting the name of
the workspace.

Other Test Harness Features

Conformance Test Scripts

Triangle MicroWorks also offers Conformance Test scripts. These scripts perform the conformance test
procedures published by the technical committees of each protocol. The Conformance Test Scripts are
very useful as a periodic regression test during continued product development or in preparation for
third party testing.

The Conformance Test Scripts are licensed separately. However, a subset is always enabled for
evaluation. To run the Conformance Test Scripts, click on the B2 button on the Test Harness main
window tool bar. An example of the Conformance Test scripts is shown in Figure 9.

Triangle MicroWorks, Inc. Test Scripts g@g
File  Options
Test Selection Test Execution
814215 [V Binary Input Change with Relative Time, Long Interval ﬂ 10:40:43.479; Setting counter O to value 1 j
. 10:40:43.494: sdnpentr et paint 0 value 1
8152 [¥  Common Time of Dccurence 10:40:43.697: Setting counter 1 to value 1

10:40:43.697: sdnpentr zet paint 1 value 1
10:40:43.907: Setting counter 2 to value 1
8161.21 ¥ Device Does Mot Have Binary Counters 10:40:43.901: sdnpentr zet paint 2 value 1
. A 10:40:44.104: Step 5 |ssue a request for Object 20% ariation 0 using the all data qualifier =06
816122 |V Device Respands With Binary Counters 10:40:44.104: mdnpread group 20 variation 0 datavariable dnpdata statariable drpstat

- Binary Counter Tests

8 P R 8 10:40:44.104: "W aiting for response

8.16.1.23 [¥ Device supports Binary Counters, Configurable Device 1040:44.225% Fetum stou & Success
316.221 ¥  Device Does Mot Have Frozen Counters 10:40:44.225: Step B: Verify that the reported values match the values recorded previously plus the counts generated in s

. 10:40:44.244: Step 7. Verify any points reported with Object 20, Variations 1, 2, 5, or § are reported with qualifiers 000 or
816222 [V Binary Counter, Freeze 10:40:44. 244: Step 8: Verify that flag behavior complies with Section 2, Mote #5.
816223 [V Binary Counter, Freeze and Clear 10:40:44. 244: Test 8.16.1.2.2 Device Responds “With Binary Counters Passed
816.224 [V  Binary Counter, Freeze, Mo Acknowledge 10:40:44. 260: Starting test: 8.16.1.2.3 Device supports Binary Counters, Configurable Device

. 10:40:44. 276: Step 1: If the device iz not configurable in & manner such that Binary Counter points can be uninstalled or ¢
8.16.225 [V Binary Counter. Freeze and Clear. No Acknowledge 10:40:44. 276: Step 2 Configure the DUT such that all Binary Caunter points are uninstalled or disabled.

10:40:44. 276: mdnpintegrity statariable dnpstat

817.21 [¥  Device Does Mot Support Binary Counter Events 104044, 276: \Waiting For respanse

817.22 ¥ Binary Counters, Event, 0x05 10:40:44.447: Return status is Success
. 10:40:44.447: Clearing binary counters
B17.23 [V Binary Counters, Event, 0x07 10:40:44.463: Step 3 |ssue a request for Object 20 Variation 0 using the all data qualifier Dx05. [y
. 10:40:44 463 mdnpread group 20 variation 0 datavariable dnpdata statariable drpstat
217.24 [¥  Binamy Counters, Event, 0x03 1004044 463 Waiting for tesponse
81725 [V Binary Counters, Event Wwithaut Confim 10:40:44.B666: Return status iz Success .
10:40:44.66E: Step 4: Verify that the DUT respands with a null responze.
= Analog Input Tests 10:40:44 B6E: Test 8.16.1.2.3 Device supparts Binary Counters, Configurable Device Passed
8021 = Dedesbees et Haw it lms 10:40:44 B82: Starting test: 8.16.2.2.1 Device Does Mot Have Frozen Counters
81822 ¥ Device Has Analog Inputs 10:40:44.652: Frozen Counters Support is configured
10:40:44.682: Test 8.16.2.21 Device Does Mot Have Frozen Counters Passed
81921 ¥  Analog Input Change
. . 10:40:44. 637 Starting test: 8.16.2.2.2 Binary Counter, Freeze
81322 [V Analog Input Change Without Confim ﬂ 10:40:44 B97: Setting binary counter values
4 | | j 10:40:44.697: Setting counter 0 ta values 0 -
Fieset State | Select Level 1 | Select Level 2 | Select Al | Deselect Al | d ‘ 2

Test Progress; | Dizconnect Interrogate Execute Clear Log

Figure 9. Conformance Test Scripts

For information on licensing the Conformance Test Scripts, contact Triangle MicroWorks at
sales@TriangleMicroWorks.com.
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Validating Points and Controlling External Instrumentation

The Communication Protocol Test Harness can control external instrumentation such as the OMICRON
CMC156 or CMC256 voltage and current generators to establish test conditions and confirm external
results.

DNP3 Commands (MDNP:mDNP) g@@

Run Options Targst Add Command Using the command window shown to the left, a sequence of
commands can be configured to run automatically.

Set OMICROM CMC156 Current to 300 Amps

Integrity Data Pol - Class 0123 Commands may establish a condition in the Device Under Test
through a communication protocol command, a dialog box
instructing the user to change the test conditions, or a command

W alidate Points Command

=
&

Tiip SEL 351 to control external equipment (notice the Omicron icon).
@ Veltete Faits Command After this, data is read from the Device Under Test through the
Closs SEL 1 communication protocol. The Validate points command can then be
configured to ensure a selected group of points have reached expected
Validate Points Command Val ues.

Set OMICROM CHMC15E Current to 450 Amps R R
— The command window to the left sets up 5 different test

RBE Data Poll - Event Class 123 conditions (2 via DNP3 trip/close commands, 2 via the
CMC156, and 1 via a user prompt) and validates selected points
in the data base after each test condition.

Y alidate Points Command

Enable Unsalicited Messages

Double click the OMICRON command description to configure
User Set Current to 300 amps the OMICRON

)

ﬁ Validate Points Command

To run the commands, use the Run->Run All Commands

Disable Unsolicited Messages command. The test conditions must initially be set up by right
clicking on the point in the Point Validation Configuration
window and setting the value. The Run->Run All Commands & Update Expected Values command can
be used to set the subsequent test conditions for all Validate Points Commands.

Test Harness can automatically run all commands in this window whenever the workspace is loaded. To
configure this option, select Options->Run All Commands When Load Workspace.

Monitoring Connections

The communication Protocol Test Harness can also be used to monitor existing connections. This
feature is currently supported for DNP3, IEC 60870-5-101 and IEC 60870-5-103 serial connections;
support for TCP/IP and other protocols will be added soon.

To open a Monitor connection, click on the Open Connection button (%). An Open Connection Dialog
box will appear, as shown in Figure 10. Then configure the channel in the Open DNP3 Monitor Channel
dialog box, as shown in Figure 11.
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Open Connection E| |E|E|

Select the desired protocol and upe,
then press "Open'’ to continue.

Pratacal Type
(+ DMP3 " Master
" Modbus & Manitar

" |EC BOAF0-5-101 | | € Slave
" |EC B0870-5-103
" |EC BO870-5-104

Cancel Open |

Figure 10. Opening a Monitor Connection

Open DHP 3 Monitor Channel g|§|®

Specify Channel with receive line connected to manitor communications.
b aster or Slave sessions/sectars will be opened automatically to interpret the data.
Open a zecond monitar channel on full duplex zenal connections such as R5232.

Chatinel ] Mext Step ]

Channel Mame: | e

Connection Type
(v Seral

Serial Parameters

Seral Port [COM1 2
Baud: 600

Advanced Seftings |

Equivalent Tl command line arguments

|mdnpnpenchannel twpe zeral monitar e
! i

Copy to Clipboard |
Cancel Open

Figure 11. Open Monitor Channel

Note that in order to monitor both directions of a full-duplex connection (such as RS-232), two monitor
channels must be opened (one for each direction). Special cabling is also required. The required cable is

shown in Figure 12.
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DB-8 (Male) DB-8 (Female)

DTE DCE
DB-8 (Female) DB-9 (Female)

Figure 12. Full Duplex Monitor Cable Wiring Diagram
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