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READ THISBEFORE OPENING THE MEDIA PACKAGE

THIS SOFTWARE LICENSE AGREEMENT IS BEING PROVIDED TO YOU BEFORE YOU OPEN THIS MEDIA
PACKAGE. ONCE YOU OPEN THE MEDIA PACKAGE, YOU HAVE AGREED TO ALL THE TERMS AND
CONDITIONS OF THIS AGREEMENT. THEREFORE, IF YOU DO NOT WISH TO AGREE TO ALL THE
TERMS AND CONDITIONS OF THIS AGREEMENT, YOU MUST RETURN THE UNOPENED MEDIA
PACKAGE THEREOF, WHEREUPON YOUR MONEY WILL BE REFUNDED.

1)

2)

3)

4)
5)

5)

6)

7)

TRIANGLE MICROWORKS, INC. License Agreement and Warranty

LICENSE. Triangle Microworks, Inc. hereby grants to the person (“Customer”) who is purchasing the enclosed
software media to use the same (the contents of which, together with all modifications and accompanying documentation
are referred to herein as the “Software”), a limited, non-exclusive license to use the software on the terms and conditions
set forth. This license is solely for the use of the Software by the Customer on a single computer. The Customer may
physically transfer the Software to another computer by having the media read into such computer, provided that the
Software may not be used on more than one computer at any given time. Subject to the foregoing limitation, the
Customer is entitled to copy the Software into any machine-readable or printed form for backup purposes in support of
the use of the Software on a single computer by the Customer. The Customer may likewise merge the Software or
incorporate the same into another program provided that such program will, for so long as the Software is included
therein, be subject to al of the terms and conditions of thislicense. Any copy of the Software permitted by the preceding
provision shall include a copyright notice of Triangle Microworks, Inc.

TERM OF LICENSE. Thelicensewill continue until the Customer physically destroys all copies of the Software and
returns the original program disk and documentation to Triangle Microworks, Inc.

MAINTENANCE & ENHANCEMENT PLAN. Customer is subscribed in the Maintenance & Enhancement
Plan for a period of one (1) year following the purchase of the Windows Test Harness. The Plan may be renewed
each year on the anniversary of the purchase date unless cancelled by either party.

This optional Maintenance & Enhancement Plan provides a cost effective method for upgrading to the most recent
release version of the Windows Test Harness. 1t also provides technical support by telephone, fax, or email.
Thefirst year of the Maintenance & Enhancement Plan isfree. Renewal price after the first year is 25% of the
purchase price; however, future years may be purchased in advance at 20% of the purchase price.

COPYRIGHT. The Software is copyrighted, and all rights therein are reserved by Triangle Microworks, Inc.

LIMITED WARRANTY. The Customer assumes all responsibility for the selection of the Software as appropriate to
achieve the results intended by the Customer. Triangle MicroWorks, Inc. warrants that the enclosed media medium upon
which the Software is recorded shall be free from defects in material and workmanship under normal use and conditions,
and that the Software shall perform substantially as described in its documentation for a period of sixty (60) days from
purchase. EXCEPT FOR THE FOREGOING LIMITED WARRANTY. THE SOFTWARE IS PROVIDED “AS IS”
WITHOUT WARRANTY OF ANY KIND EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED
TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

LIMITATION OF REMEDIES. In the event of the breach of the limited warranty set forth above, the Customer
shall be entitled to return the media to the place of purchase and, at the election of the vendor, to have the purchase price
refunded or to receive media containing the Software which conforms with the above limited warranty. In no event will
Triangle MicrowWorks, Inc. be liable for any damages arising out of the Customer’s use of the Software, including, by
way of illustration, lost profits or any incidental or consequential damages.

ACKNOWLEDGMENTS. The Customer acknowledges that the Customer has read this agreement, understands it
and agrees to be bound by its terms and conditions, which agreement will be acknowledged in writing upon the request
of Triangle Microworks, Inc.

GENERAL PROVISIONS. The Customer shall have no right to sublicense any of the rights of this Agreement, for
any reason. In the event of the breach by the Customer of this Agreement, the Customer shall be liable for al damages to
Triangle Microworks, Inc., and this Agreement shall be terminated. This Agreement can only be modified in writing
between the Customer and Triangle MicroWorks, Inc. If any provision of this Agreement shall be deemed to be invalid,
illegal or unenforceable, the validity, legality and enforceability of the remaining portions of this Agreement shall not be
affected or impaired thereby. The laws of the State of North Carolina shall govern this Agreement.

Triangle MicroWorks, Inc. 2840 Plaza Place, Suite 205, Raleigh, North Carolina 27612 USA (919) 870-5101
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1. Introduction

The 61850 Test Harness is a Windows application that supports four distinct areas of
functionality.

1. The creation and editing of Substation Configuration Language (SCL) files
defined by the IEC 61850-6 specification.

2. |IEC 61850 Test Client
3. IEC 61850 Test Server
4. The creation and editing of DNP3 XML Device Profile Documents.

The primary focus of the Quick Start Guide isto give asimple overview of the each of
these areas of functionality.

Triangle MicrowWorks, Inc. Page 9
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2. Opening a SCL File

The 61850 Test Harness ships with a sample SCL file, TMWSample.icd. Thiscan be
opened using the File->Open menu option.

Triangle MicroWorks, Inc. 61850 Test Harness

File  Actions  Options  View  Help
: 5 OpenFile |5 Save File iz Print @& Find o Connect - e_'JStart Server -

_/" TMWSample.icd ¥ DMPDeviceForm ‘_.; Server: LocalHost[TMWSanmple.i. .. ¥ X Pﬁperties - TIMMTRA X

Marne M0 Descriph ~ EZH}‘L
juliluly} [CEN
+] Header E Misc
] Communication inst 0
=1 IED Instance Des
= P
=] Server
= =) Relayl prefis T
+] LLMO Thiz logical node shall be uzed to address common issues..
+] LFHDO Thiz LM iz introduced in thiz part to model common izsues.
1]_ Thiz LM zhall be used for caloulation of energy in a three-p ..
=] TIMk=00 Thiz LM zhall be uzed for calculation of curents, voltages...
+] Data Sets
+] Repart..
Log Can...
=] Mod M Mode
+] origin 0 Containz information related to the originator of the last ch..
ctiMum O If the change of the status wasz causzed by a control, the co..
+] SBOw 0 Select with Walue - receives service parameters. =
T Meme [m} O mmmit 1mm mmrt timm e s bmrs mimed mmimbemle = lm
Description - TIMMTRO o x

This LN shall bhe used for calculation of energy in a three-phase systenm.
The main use iz for billing purposes.

Upon selecting an item in TMWSample.icd the Description and Properties Pane change
content to show the currently selected items content. The Description Pane shows the
same description shown in the main view in amore readable format. This descriptionis
taken directly from the specification. The Properties Pane shows the selected items
properties. The properties of a specific item vary depending on the property.
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SCL editing makes extensive use of context menus. Right clicking on any item in the
tree will bring up a context menu with the appropriate options for that item.

For example, by right clicking on Mod:

Triangle MicroWorks, Inc. 61850 Test Harness |Z||E|rg|

File  Actions  Options  Wiew  Help

{ [Z0openFile [ Save File iy Print @ Find o Connect - & Start Server -

_/" TMwSampledcd | % DNPDeviceForm | @ Server: LocalHost[TMwSample.i. . ¥ x || Properties - Mod B X
Mame M0 Description S Ht
(+] Header B Misc
%l Communication Access Contre
=l IED 3
= P1 Instance Des
=] Server Mame hod
=) RelayT Tranzient Falze
+] LLMO Thiz logical node shall be uzed to addres: common izsue...
+] LFHDO Thiz LM iz introduced in thiz part to model common issues..
+ TIMMTRO Thiz LM zhall be used for calculation of energy in a three-
=] TImkE00 Thiz LM ghall be uzed for caloulation of cunents, woltages...
i+ Data Sets
'+ Bepot..
Log Con..
;IM Expand All Children -
4 elated to the originatar of the last ch..
Collapse All Children tatuz was caused by a contral, theco..

£ | Add Mernber 4 | Missing Common Data Classes

Drescription - Mod Add Text Common Data Class
Mode Add Private Yalue

Add 101 Private
Add 104 Private

Delete

Triangle MicrowWorks, Inc. Page 11
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The available options are displayed. Choose Missing Common Data Classto add missing
members of the Mod item.

Choose missing pieces of the object model

Select items to add to model.

IFETRISIEERBIEHE (ter is incomplete: Item is missing.

MHame M40 Dezcription

M Mode

>

Add

Cancel

Dretermines the control activity, For the COC MG, the integer walue 0 zhall be transmitted to rezet the value, For the COC
BSC, if the data attribute persistent is FALSE, higher and lower refer to one step in the data attribute pogval of the data

attribute walw/Tr. For the COC ISC, the INTEGER walue refers alwayps to a dedicated position it the data attibute poshal of
the data attribute valw/Tr which haz to be reached directly.

Click the check box ctlVal and press Add to add the ctlVVal to Mod.

Xii
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3. Starting an IEC 61850 Test Server

The IEC 61850 Test Server configuresitself from any ICD file. To start a Test Server
open an ICD file and choose Actions->Start Test Server from the Actions menu item.

Triangle MicroWorks, Inc. 61850 Test Harness

File | Actions | Options  Wiew  Help

Compare To 4 lFind o Connect - e_'_,Start Server w

Stark Test Server | - _
Farm H_!,, Server; LocalHost[ MW Sample.i... ¥ X
Cipen Flak Wiew
cription A
& Hed Connect ko Server
+] Communication
=l IED B
= F1
=] Server
=] Relay
+] LLMO Thiz logical node shall be uzed to addres: common izsue...
+] LFHDO Thiz LM iz introduced in thiz part to model common issues..
+ TIMMTRO Thiz LM zhall be used for calculation of energy in a three-
=] TImkE00 Thiz LM ghall be uzed for caloulation of cunents, woltages...
i+ Data Sets
'+ Bepot..
Log Con..
= Mod M Mode
+] origin 0  Containg information related to the originatar of the last ch..
clMum O If the change of the status was caused by a control, theco..
+] SBOw 0 Select with Walue - receives service parameters.
PR PeY=Yy ] D mmiiimn e timem mormeembere —and cmnbende ol
Description - Mod o x
Mode

Access Contro

Instance Dest
Mame Mod
Tranzient Falze

Triangle MicrowWorks, Inc.
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Which brings up the following dialog:

Start Server |:||E|E|
Semver [P |m w |
IED to Emulate: | IED w |
GODSE Adapter: | Intel[F] 825660 C Gigahit Network, Connection w |

Generate Simulation File

Start Server

With the exception of the GOOSE Adapter all of the defaults are fine. Choose a GOOSE
adapter from the list and press Start Server. The server will start in a console window
and begin accepting connections.

Xiv
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4. Connecting to a IEC 61850 Test Server

The 61850 Test Harness comes preconfigured to connect to localhost (127.0.0.1).
Simply press the arrow on the Connect Toolbar Button and select LocalHost[127.0.0.1] .
This start the connection process, to see the status messages from the connection API
sequence activate the Output Pane by selecting the pane named Output.

Triangle MicroWorks, Inc. 61850 Test Harness

File  Actions  Opkions  Wiew  Help
i [FopenFile |l Save File (s Print (M8 Find | g Cormect -|% Start Server -
_/" TMWSample.icd % DNPDeviceForm LocalHost[127.0.0.1] [| = x | Properties - Maod o x
= | A
Mame M/ Description »~ |B_—| 2!
#] Header B Misc
#] Communication Access Contro
=] IED
=] P1 Instance Dest
] Server Marme kod
=) Fielayl Tranzient Falze
] LLMO Thiz logical node ghall be uged to addresz common igzue..
+] LPHDO Thiz LM iz introduced in this part to model common izzues..
i+ TIMMTRO Thiz LM zhall be used for calculation of energy in a three-..
=] TIkkz00 Thig LM zhall be uzed for calculation of cunents, voltages...
4] DataSets
+] Repaort...
Lag Can...
= Mod M Mode
] origin 0 Containz information related to the originator of the last ch.
ctMum O If the change of the status wagz causzed by a control, the co..
+| SBOw 0 Select with Walue - receives service parameters,
e [m} O mmmit 1mm mmret timm e mmmmbmrn =i momimbrmle mliam
Description - Mod o x
Mode
Triangle MicrowWorks, Inc. Page 15
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After the connection is made the status bar at the bottom of the LocalHost[ 127.0.0.1]
workspace pane is shown in green indicating an active connection. The functionality
available in the Server Connection pane is available via context menus.

Triangle MicroWorks, Inc. 61850 Test Harness |'._||'E|g|
File  Actions  Opkions  Wiew  Help
i [FopenFile |q] Save File (s Print M Find o Cormect - & Start Server -
@Server: LocalHast [ TrWSample.i. .. !‘,Elient: LocalHost[127.0.0.1] l ¥ X Eperties B x
[=ESF:Y
Marne Yalue Type L |E|_-| ?l‘l'
'+ Report Contral
Log Contral
+] Diag
+] LECRs
= (A N I
ctibdodel ghatuz-only Erum
shoTimeout a INT32U
shoClags operate-once Erum B
mirtal n INTS
s al 1} IMTS
stepSize 1] INT32U
+] SBOw Struct
+] Oper Struct
+] Cancel Struct
d WigString 25
duJ |InicodeZ5h b
IRARRANARN] Rezc
Description o x

4.1 Enable a Report Control Block in the IEC 61850 Test Server

Right click on item IEDRelayl/TIMMXUO/Report Control/brcoMX. Choose Enable
Report Control Block from the context menu.

Fead
Write, ..

|E Enable Report Control Black

Add DataSet Reference 3
Delete DataSet Reference

Thiswill enable the Report Control Block on the server. The status message from the
server is displayed in the Output Pane.

XVi
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The Data Monitor Pane displays a consolidated points list of just the data within the Data
Set that the Report Control Block is monitoring. Choose Actions->Show Data Monitor.

Triangle MicroWorks, Inc. 61850 Test Harness E”E”gl
File  Actions  Options  Wiew  Help
: [ZopenFile [ Save File iy Print @ Find o Connect - & Start Server - 1
/ﬁ) Client: LocalHost[127.0.0.1] l Yl ['ata Monitor - Client: LocalHost[127.0,0,1]
= Client: LocalHost[127.0.0) | Name Walue Type -
Mame Walue S R C | Black — =
= Report Control Bloc ST4Mad$onigi.. rotsupported  Erum
4 |EDFielayT E¥IEOF clay2/L LN b
i $h adForiai.. Octetcd
=] IEDRelay2 ST4Mod
STiMod$ctMu.. 2 INTaU
=) LLND 5T$Beh
STHModEstval ] Enum
'+ Gooze Control ST$Health -
STHModig [Q000000000000]  Cuality
Sampled Value Contr.., S5T#loc ) .
&) Data Sets ST$0pTrh STHModst u0B/24/2010 18:3.. TimeSta..
=) Report Cantral 5T$Diag STHrModEstSeld Falze BOOLEAN
5T$LEDHS STHBehatyal 1] E num
brohSy B S5T$Beh$q [0000000000000]  Guality
urehsT ST$Behft u05/24/2010 18:3.. TimeSta..
urchy S5T3$Healthgst .. 0 Enurp
Lag Cantral S5T$Health$q [0000000000000] E!.uallty
% Diag STHHealthdt wlb/24/20010_18:3.. TimeSta...
4 LEDRs STHLockstal False BDD.LEAN
# Mod 3 S5T$Lockg [Q000000000000]  Cuality
¢ | 5 STHLockt u05/24/2070 18:3.. TimeSta..
= = ST$0pTmhdst.. 18 INT32
TTTTTTTTTIGEES ST$0pTmh$q  (00000000000DO]  Gualty
Description - brchsT 7 x ST$EI|:.Tmh$lt . u05/24/2010 18:3.. TimeSta..
ST4Diagdonigi.. not-zupported Erim
5T3$Diagforigi.. Dcteted
STDiaghctiM .. 4 IMT8U
ST4Diaghstval False BOOLEAN
< | * ST$Diagq [Q000000000000]  (uality b
[ Properties - brebsT |2 Data Manitor - Client: LocalHost[127,0.0.1]

The Data Monitor has an entry for each Server Connection at top level then each enabled
Report Control Block followed by the Data Set contained within the Report Control
Block. Theright side of the Data Monitor shows the points list of the selected item.

Triangle MicrowWorks, Inc. Page 17
61850 Test Harness Quick Start Guide



61850 Test Harness Quick Start Guide

5. Opening a DNP3 XML Device Profile Document

The 61850 Test Harness ships with a sample DNP3 XML Device Profile Document file,
TMWDNPSample.xml. This can be opened using the File->Open menu option.

Triangle MicroWorks, Inc. 61850 Test Harness

File  Actions  Opkions  Wiew  Help
i [FopenFile |ol Save File (s Print M Find o Cormect - & Start Server -

/,'“. DNPDeviceForm l » ¥ | Properties - 1,9} Oustation Unsolicited Res... [ X

Mame el 4+ Parameter Mame

=] DNP3 Device Profile 1.9.1) Murber of Class 1 Events
Dacurient Header 1.9.2) Murber of Class 2 Events
=) Reference Device 1.9.3] Number of Clazs 3 Events
=] 1] DMP3 Configuration 1.9.4] Total Mumber of Events from &y Class
# 1.1] Device Information 1.9.5) Hold Time After Clazz 1 Event [maz)
# 1.2] Serial Connection Capabilities i 1.9.8) Hold Time After Clazs 2 Event [maz)
&l 1.3) IP Metworking Capabilities 1.9.7) Hold Time After Clazs 3 Event [maz)
% 1.4) Data Link Layer Capabiliies 1.9.8) Hold Time After Event Agzigned to Ang Clazs
1.9.9) Retrigger Hold Timer
1.9.10) Other Unzolicited Rezponze Trigger Canditic

+ 1.5] Application Layer Capabilities

'+l 1.B] Master Configuration

+] 1.7] Outztation Configuration

+] 1.8) Outstation Unzolicited Response Suppart

B 1.9] Oustation Unzolicited Responze Trigger Conditions
1.9.1) Humber of Clasz 1 Events
1.9.2) Humber of Class 2 Events
1.9.3) Humber of Class 3 Events

10 41T Teb-d bluwrnbmr ~F Coimedba Frore Ay Mo,

£ >

Description - 1.9) Oustation Unsolicited Response Trigger Conditions o x

5.1 Viewing the Device Profile Document

A device profile document can be generated by selecting Actions->View DNP2 Profile
Document

Xviii
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Triangle MicroWorks, Inc. 61850 Test Harness

File | Actions | Options  Wiew  Help
I.j 0 Wiers DMP3 Prafile Docurment Connect - i:;Start Sarver -
/—W » » | Properties - 1,9} Oustation Unsclicited Res,.. [ X
Name DA 4« Parameter Mame )
=] DNF3 Devics Prafile I 1.9.1] Mumber of Clazz 1 Events

Diacurment Header 1.9.2) Number of Class 2 Events
[=] Reference Device 1.9.3] Mumber of Clazs 3 Events
=] 1) DNP3 Configuration 1.9.4] Total Murnber of Events from Any Class

[ 1.1) Device Informatian 3 1.9.5] Hold Time After Clasz 1 Event [ms]
< > _ 1.9.6] Hold Time After Clazs 2 Event [mz)
— — 1.9.7] Hold Time After Clazs 3 Event [mz)
Description - 1,93 Oustation Unsolicited Response Trigger Conditions I x 1.9.8] Hold Time After Event Assigned ta Ay C
w

4 m AP o T T —

I >

|

The document is shown as an HTML page and can be saved using the File->Save option
or printed using the File->Print option.

"HTML Viewer

File
“
Distributed
Network
Protocol
DNP3 Device Profile
Document Name: A DNP3 XML File
Document Description: This is an example DNP3 Complete Device
Profile
Revision History
Date Time Version Reason for change ]E.:lited v
Triangle MicroWorks, Inc. Page 19
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